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Short bio
N\

Current position:

e Researcher at fortiss (2020 - now).
* Industrial PhD student at Blekinge Institute of Technology (BTH) (2021 - now).

Education:
* Master of Engineering (2019)
* Master of Laws (2012)

Work experience:
* process management and requirements engineering in large international enterprise;

* pre-sales engineer for information security solutions.
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Research goal
Methodology




Context
—

There is an increasing number of regulations
applicable to software systems.

Regulations present a challenging source of
requirements, necessitating the
involvement of legal experts for their
processing and implementation (in one way
or another).
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Some of the recent examples are:
« GDPR/CCPA

* Data Act

* AlAct

* Digital Markets Act (DMA)
* Digital Services Act (DSA)

* Cyberresilience Act

* Medical Device Regulation (MDR)




Problem
N\

Some studies highlight a gap between existing requirements engineering (RE)
methods and the expectations of legal experts as stakeholders.

This gap is evident in several aspects:
 studies frequently concentrate on a single process area of the SDLC (e.g., architecture, testing);
* research often addresses only specific compliance-related activities (e.g., compliance checking);
 unrealistic scenarios are used (such as addressing only one regulation in isolation);.

* there is a lack of a unified understanding and approach to the semantic concepts derived from
legal texts.
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Research goal
N\

We conducted an empirical study with the following objectives:

* identify the main challenges in regulatory RE from the perspective of legal
researchers.

RQ1: What are the challenges in regulatory RE from the perspective of legal researchers?

* develop the initial version of our regulatory RE approach.

RQ2: How can the challenges in regulatory RE be effectively addressed through an integrative
regulatory RE approach?

e perform an initial conceptual validation of the approach.

RQ3: How do RE and legal researchers assess the applicability of an integrative regulatory RE
approach?

25.06.2024 fortiss GmbH




Methodology
N\

Exploratory focus groups

* Two exploratory focus groups each involving two legal researchers (following guidelines by
Kontio et al.).

Approach synthesis
* Literature review to identify the relevant legal theories and identify potential RE approaches.

Conceptual validation

* Model walkthrough with five participants: two RE researchers, one legal informatics researcher,
two legal researchers.

* Focus on the ability of the model to capture legal knowledge and support engineering-legal
interaction.
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Results: Focus groups




Results of focus groups
N\

Challenge 1: Detachment from legal interpretation practice

Challenge 2: Non-linear and iterative nature of legal interpretation

Challenge 3: Ignorance of the software context

Challenge 4: Limited application of legal concepts in regulatory RE approaches
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Ch4: Limited application of legal concepts in regulatory RE
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Results: Approach synthesis




Model synthesis: Identification of legal concepts
N\

* We identified the work by Radbruch as one containing a set of basic concepts for
“any legal order”:

* Legal subject
* ismore than 18 years old
e “belongs” to jurisdiction

* Legal object
* |s allowed to be traded

e Legal relation
 Sanction (lllegality)

* Further search yielded more concepts.
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Model synthesis: Components of an artifact-based approach

N\

7

Artifact Model for Regulatory RE (AM4RRE)

\
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Model synthesis: Detailed overview

N\
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Results: Conceptual validation
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Conceptual validation
—

Core questions:
* Are all the required legal and requirements concepts included?

* Are the legal and requirements concepts understandable?

Is the model applicable for legal interpretation and regulatory requirements
engineering?

Does the approach explicate legal knowledge?

Does the approach facilitate engineering-legal interaction?

What are the main potential advantages of using the approach?

What are the potential drawbacks of using the approach?
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Conceptual validation: summary of the main benefits
—

* inclusion of legal experts as stakeholders (Requirements engineering researcher 1
(RER1))

* representation of both engineering and legal concerns (Legal researcher 1 (LR1),
LR3)

e facilitation of engineering - legal communication (RER1, LR1, LR2, LR3);

* explication of legal knowledge to a certain degree (RER1, LR1, LR2, LR3).

"This [walkthrough] is the way | was taught to do
legal interpretation at the University. Amazing that
you can model it.,

- one of the focus group participants
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Conceptual validation: summary of the main drawbacks
—

incapability to fully replace communication and interpretation (RER1, RER2, LR2,
LR3);

model can be complex to use (RER1, RER2, LR1);
more flexibility can be required for different cases (LR1, LR2, LR3),

unclear how variability will be addressed (RER2, LR2, LR3).
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"This [walkthrough] is the way | was taught to do
legal interpretation at the University. Amazing that
you can model it.,

- one of the focus group participants




Conclusions
—

* legal experts demand the application of original legal concepts to support the
execution of legal interpretation;

 artefact-based requirements engineering approaches can assure seamless
integration of legal concepts into requirements engineering processes;

e according to the results of conceptual validation our suggested artifact-based RE
approach can facilitate the explication of legal knowledge and engineering-legal
interaction.
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Thank you very much!
N\

Oleksandr Kosenkov
kosenkov@fortiss.org

fortiss ©2024

This presentation was created by fortiss. It is intended for presentation purposes
only and to keep it strictly confidential. The transfer of the presentation to our

partners includes no transfer of ownership or rights of use. A transfer to third
parties is not permitted.
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